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A bot tom-up approach to minimizing energy dissipation starts with establishing a fundamental energy dissipation limit, which shows the true gap between current and optimum energy savings and which can serve as a springboard for developing techniques to achieve that limit. Unfortunately, for point-to-point communications, such an approach applies only in certain scenarios; using information-theory approaches to derive energy dissipation limits is largely impractical for large-scale networks, and even some small networks, because incorporating the dynamics of practical networks from an informationtheory perspective is difficult.
As an alternative way to find the minimum energy consumption in larger networks, we propose combining an architecture that uses Internet layers with a physical layer operating at the fundamental limit of energy dissipation. We can then view energy consumption as the fundamental energy consumed per information bit. For large networks, this layered approach is more feasible than an analysis based on information theory.
Our exploration of this approach highlighted some novel implementation challenges, particularly how to address the effects of constraints on the upper layersconstraints that stem from requiring minimal energy consumption at the physical layer. It also revealed new directions and open issues for green network simulation and standardization.
A s society becomes more aware of how carbon dioxide (CO 2 ) emissions are affecting the environment, the information and communications technology (ICT) community is investigating how to ensure that communication systems consume less energy and thus collectively have a substantially smaller carbon footprint. To that end, researchers have been working on novel techniques to reduce the energy dissipation of point-to-point communication links and computer networks.
Although modifying existing ICT systems can lead to incremental energy savings, the primary purpose of lowering energy dissipation is to reduce the CO 2 emission rate. The relationship between these two ideas is more complex than many organizations realize. The ICT community has long assumed that energy savings will reduce CO 2 emissions, 1 but the amounts of emitted CO 2 and dissipated energy are not always linearly related. In some scenarios, optimum CO 2 savings in fact do not stem from the lowest possible energy consumption. Minimizing the total energy consumption of links over all possible network A layered architecture incorporates the concept of minimum energy consumption for communication links and computer networks with multiple terminals, where emission-reduction approaches based on information theory are impractical. 
DERIVING FUNDAMENTAL LIMITS
As the "Green Communication Networks" sidebar describes, ICT researchers have many ideas about how to reduce a network's energy dissipation. Significantly reducing the carbon footprint of ICT systems is not easy, particularly if the solution is to use only energy-efficient techniques and algorithms to improve existing network components. For the past decade, ICT researchers have actively sought to satisfy the demand for high performance and high bit rates, optimizing communication links and networks to maximize data rate within power and energy constraints.
To continue meeting demand and satisfy the need for lower energy consumption, the ICT community must take a more revolutionary approach to developing green ICT solutions: optimizing ICT systems with the objective of minimizing energy consumption while using data rate and reliability as constraints could significantly reduce ICT's adverse effects on Earth's atmosphere. A cornerstone of this new order is the creation of fundamental energy limits that are independent of a particular technology.
Energy limits
Recently, ICT developers have become more interested in designs that reduce energy dissipation, a focus that begs two questions: is there a fundamental limit for minimum energy per bit independent of technology, and, if so, can that limit be used as the basis for deriving a fundamental CO 2 emissions limit? Pointing out the fundamental limits and revealing the maximum energy savings can aid in developing greener technology by helping to close the gap between current and optimal operational costs and efficiency.
Researchers have explored the energy minimization problem from many perspectives. Studies generally have distinct starting points, but end up with common findings. The main concern is energy per bit or power per rate.
The fundamenta l energy limit problem considers the transmission of one information bit in a pointto-point communication link. Claude E. Shannon, the father of information theory, analyzed point-to-point communication by mathematically defining information-theoretic channel capacity-the maximum achievable rate per channel use. On the basis of Shannon's findings, the minimum energy required for the reliable transmission of one information bit in a point-to-point communication link is k B Tln2, where k B is Boltzmann's constant and T is absolute temperature. (Boltzmann's constant is the physical constant relating energy at the individual particle level with temperature.)
From the computing perspective, one information bit (which is a two-state system) requires k B Tln2 amount of energy, obtained from applying Boltzmann's formula. This relationship supports the claim that communications and computing are essentially the same processes, except that observers have different frames of reference.
Consequently, we can assume that the fundamental limits of communications and computing could be the same, although practical considerations such as energy loss during transmission would reflect differences in daily use. Therefore, ignoring the practical issues and focusing on the theoretical limits, k B Tln2 is a convenient metric for defining the fundamental energy limit of communications and computing.
One research group used the energy per bit limit to define the absolute energy efficiency metric, 2 given as . Figure 1 shows the absolute energy efficiency of state-ofthe-art technology. Networks are the least energy-efficient, while a single photon is the most efficient.
Although k B Tln2 is a convenient physical metric for the fundamental energy limit of communications and 2 do less work, reduce operating speed, and turn off idle elements. Doing less work means optimizing processes so that the system executes fewer operations and thus uses less energy. Decreasing operation speed could prevent redundant resource use from the mismatched speed of subprocesses. 2 Finally, shutting down idle network components and links can obviously reduce energy dissipation.
Other strategies for reducing communication systems' carbon footprint are to use renewable energy, biodiesel, and solar-and fuelpowered cell sites, and to install fuel catalysts and free cooling units.
computation of one information bit, it is not clear if energy dissipation is required for transmission of one bit. In 1987, Rolf Landauer, an IBM physicist, claimed that k B Tln2 is the energy that the system must invest to transmit one bit; it is not the energy dissipated. 3 Landauer also proposed that dissipation is required only if information is lost, which corresponds to irreversible logical operations, such as erasure. 3 If a computing or communication device could use only operations that are logically reversible, he reasoned, the dissipated energy per bit could be arbitrarily small. The ICT community has hotly debated this idea, since Landauer's theory advocates having no energy limit in communications.
In a letter recently published in Nature, researchers verified Landauer's vision that k B Tln2 is the energy required to erase one bit. 4 These researchers represented one information bit as a single particle's position, which they switched by changing the potential energy function, thereby trapping the particle. They then ran an erasure protocol to reset the bit by moving the particle, or bead, to a predefined side. Their measurements show that, as the protocol runtime spans a larger interval (the bead's motion is slower), the heat dissipation approaches Landauer's limit. Most researchers are now predicting that computers operating at Landauer's limit will be possible in a few decades, yielding energy savings several orders of magnitude greater than in current computers.
Although the k B Tln2 limit seems the most relevant bound on minimum energy per bit for current ICT systems, different limits could arise in different settings and problem definitions. Shannon founded his channel capacity derivations on the idea of maximizing information between transmitter and receiver. Analysts can easily derive Landauer's k B T ln2 bound as the limiting value of the power-per-informationrate function using Shannon's channel capacity (maximum information among all input distributions).
A more direct investigation could aim to minimize the power-per-informationrate expression, rather than power per channel capacity. This problem is different from minimizing the channel capacity's multiplicative inverse, since the power is in the objective function, rather than being a constraint. Thus, we can find the information rate per channel use, where optimum consumption occurs when the energy per bit attains a minimum value. Such an optimization problem can be defined as
where σ x 2 is the signal power at the receiver and I(X; Y) is the mutual information-the achievable data rate per channel use between transmitter and receiver. Minimization is over p x , which is the source probability distribution set. It is possible to impose additional requirements such as satisfying certain data rates or a maximum bit error probability on such optimization problems to ensure that users receive a certain service quality.
CO 2 limits
Traditionally, researchers aim to reduce the carbon footprint by reducing energy consumption, but the implicit assumption in this strategy is that the emitted amount of CO 2 is a linear function of the dissipated energy. Even though no finding suggests a nonlinear relation between the two, minimizing CO 2 as the main objective rather than reducing energy consumption could bring new constraints.
Power plant efficiency, for example, is an important consideration in reducing the carbon footprint. In thermal power plants, efficiency depends on the ratio of average to peak load power, so if the power from the generator is fixed over time, the same amount of energy will yield less CO 2 emissions.
For ICT systems, an open issue is how to develop algorithms and techniques to minimize CO 2 emissions but keep power dissipation almost constant. For data modulation at the physical layer, for example, it is preferable to use binary phase-shift keying, rather than on-off keying, or to use additional precautions to satisfy the fixed power constraint.
One technique for reducing the carbon footprint 1 is to use energy sources with zero CO 2 emissions. In general, the conversion factor between energy dissipation and CO 2 emission depends on the energy source. Renewable sources such as wind or hydroelectric energy emit no CO 2 during operation, and only minute amounts overall, even considering their long life cycles. However, it seems impractical to replace all energy sources with renewable energy in a short time. An alternative is to position the network components with the highest energy dissipation close to green energy sources, such as wind turbines or solar energy fields. Table 1 lists common energy sources with their emission factors.
5 Given these energy equivalents, calculating the total carbon footprint is straightforward.
Even though researchers have exhaustively attempted to determine the existence of a fundamental energy limit, no one has yet considered the fundamental limit of CO 2 for communications. Work on the fundamental energy limit has promoted interest in green ICT solutions, but we believe that understanding the fundamental limit of CO 2 minimization will lead to solutions that are optimal for the environment.
EXTENDING FUNDAMENTAL LIMITS
Defining a generic network's fundamental energy limits using information theory is impossible if systems have finite bandwidth (or delay) constraints. As an alternative, we can analyze minimum energy per bit from a wider perspective by adding the requirements that stem from the finite nature of physical systems and the communication channel, as well as the constraints that the network's upper layers impose. An open problem in obtaining the fundamental limits of our layered architecture is how to include the delay and bit error rate requirements that the application layer imposes.
In networks with two terminals, we can determine the minimum energy per bit from a low signal-to-noiseratio approximation of Shannon's capacity expression, which yields the k B Tln2 limit. Extending this approach to multiple-access channels, broadcast channels, and relay channels has been the first step toward attaining the minimum energy per bit for a general point-to-point energy bound for multiterminal networks. The minimum energy per bit is known for the Gaussian multiple-access, broadcast, and interference channels, 6 but it is still unknown for the three-terminal Gaussian relay channel, despite some progress.
To calculate the capacity per unit cost in stationary twouser and multiterminal channels with no memory, Sergio Verdu and colleagues 7 modeled channel input using a cost function that associates a nonnegative number with each element of the input alphabet. They then demonstrated the tradeoff between the number of symbols and the cost to send every information unit through the channel.
Most researchers do not treat CO 2 and energy minimizations as separate problems, even though the power generator's efficiency directly affects the carbon footprint. In this regard, any solution to minimize CO 2 emissions in multiterminal networks should maximize generator efficiency. One way to achieve the highest generator efficiency is to keep the power from the plant constant over time by deploying smart power distribution algorithms that stress cooperation among terminals. A centralized computing unit is inadequate to determine the best way to allocate and schedule power to achieve optimum CO 2 emissions.
Distributed computing among network nodes would satisfy a given power or CO 2 emission requirement, but it might also impose problems related to synchronization, parallel computing, and additional feedback requirements. Further, promoting cooperation in expanding large-scale networks could increase delays because obtaining information from distant nodes becomes more difficult as the network grows. Therefore, network delay tolerance should determine the allocation of resources in distributed systems.
Concurrent communication over the same medium now occurs primarily among more than two parties, and networks face many challenges inherent in point-topoint communications. Concurrent and fair use of finite resources, addressing the desired destination with proper relay selection, and flow control to provide matching data rates between transmitter and receiver are only a few of these problems. The idea of separating these problems to provide independent solutions is what led to the Internet's layered structure, although it might not be the optimal solution from an energy efficiency view.
Minimizing energy dissipation
Rather than minimizing energy at each layer separately, our proposed architecture builds the well-known Internet layers on top of a physical layer with minimum energy dissipation per bit and attempts to incorporate CO 2 emission limits into the system design. We encountered several open issues when we considered the different network layers.
In the media access control layer, handling channel access with minimum energy consumption is still an open problem. At present, to ensure fair channel access among multiple users, most networks rely on deterministic channel-allocation schemes (for example, time division multiple access) or random access techniques, such as carrier sense multiple access (CSMA) schemes. A network with many users cannot allocate an orthogonal resource set to each user but requires the user to first listen to determine if the channel is busy. CSMA uses carrier detection for this task. Detecting the channel state in a communication system operating at minimal energy limits also presents new challenges.
In the network layer, open issues include path determination, logical addressing, and choosing the optimal path when the physical layer is operating at the minimum energy limit. Additionally, the address length determines the amount of information to be processed, increasing the total energy consumption. In the transport layer, whether or not flow control uses feedback determines the energy dissipation. Figure 2 shows our routing algorithm that achieves minimum carbon emissions in the network layer. If the delay condition that the application requires is satisfied, the system could use longer multihop paths (instead of the shorter paths) if they have lower emissions. Existing cost minimization algorithms could also help realize the most CO 2 -efficient routing scenario.
Minimizing CO 2 emissions
Future work could focus on developing a CO 2 -aware rate adaptation policy in the transport layer, similar to how congestion control policies adaptively adjust each incoming link's rate to prevent congestion. Such a policy could minimize each dataflow's CO 2 emissions by adaptively changing the rate of each node's outgoing links that contribute to the flow.
GREEN NETWORK SIMULATION
The increasing number of network terminals and demand for high performance are driving network energy consumption upward, making energy efficiency a critical part of evaluating network performance. However, extended coverage and the large user population make it extremely difficult to analyze the energy cost of large-scale networks. Consequently, simulation has become an invaluable aid in evaluating network architectures and protocols.
Some simulator designs focus on the network's energy consumption. For example, Hermes 8 is a high-level energy-aware reservation model for end-to-end networks that adaptively manages bandwidth reservations. To save energy, Hermes coordinates the communication infrastructure by regulating traffic flows and putting the infrastructure into sleep state predictively.
Hermes' designers validated the model using the Python-based Bookable Network Simulator, which generates the network topology and bandwidth reservation according to input characteristics. Using this traffic and topology, it then simulates five scheduling algorithms and compares the performance and energy consumption of each. The scheme that yields the minimum estimated energy consumption for each possible allocation is the best, or greenest, scheduling scheme. Developers of the GreenCloud simulation environment 9 aimed to extend the packet-level network simulator ns2 for use in advanced energy-aware studies of cloud computing datacenters. Unlike cloud computing simulators such as CloudSim or MDCSim, GreenCloud extracts, aggregates, and categorizes information about the energy that computing, communication elements, and the datacenter's physical infrastructure consume. Datacenter energy-efficient network-aware scheduling (DENS) combines energy efficiency and network awareness to balance performance and quality-of-service requirements for individual jobs. 9 Network awareness is the ability of DENS to receive and analyze runtime feedback from the datacenter switches and links. DENS can also use network feedback to simultaneously make decisions and take actions.
As Figure 3 shows, state-of-the-art green simulators are concerned primarily with predicting the best tradeoffs between energy savings and traffic demand. The figure also shows what these simulators lack to incorporate the total carbon footprint for dynamic data traffic. For example, the ability to select the minimum CO 2 emission path will reveal the tradeoff between energy savings and total carbon footprint in dynamic networks. Future green network simulators should incorporate CO 2 emission rates so that service providers can compare the environmental impact of network protocols.
GREEN COMMUNICATION STANDARDS
The ICT community needs legitimate policies and standards so that organizations and manufacturers can certify their communication systems as green. Some international approaches assess the efficiency and carbon footprint of telecommunication systems, and standards for industry and communications equipment. 10 Life cycle assessment (LCA), for example, estimates the total environmental impact of products throughout their lifespan by measuring greenhouse gases and determining their grams of CO 2 equivalents. Hence, LCA determines the product's total CO 2 emissions index from its origin through its manufacturing, distribution, use, and disposal.
The Energy Consumption Rating assessment tool determines the ratio of maximum power consumption in watts to effective system throughput in bits per second-essentially an energy versus performance assessment. The tool is also suitable for measuring variable throughput, and there are additional tests for packet-based systems. Comparing product metrics will enable service providers to add energy efficiency to their purchase criteria.
The of wireless access equipment. 11 The energy efficiency of access networks is critical, since most of the energy in the Global System for Mobile Communications (GSM) dissipates in access networks. The TS 102 706 specification standardizes the energy-efficiency measurement of various wireless network technologies, such as GSM/Edge, LTE, and WiMAX, considering both throughput and coverage area relative to energy consumption.
Although many standardization efforts exist, none apply directly to networks operating close to the fundamental limits. Future work could focus on defining a metric similar to the absolute energy efficiency metric to measure the efficiency of networks and devices relative to fundamental energy dissipation limits. Researchers devoted to multiterminal scenarios should develop a new absolute energy efficiency metric.
Regardless of network size, any standardization effort should consider the acceptable amount of CO 2 emissions. These standardization efforts, together with increased consumer awareness, will surely force manufacturers to build communication and computing devices with minimum energy dissipation and CO 2 emissions.
A s IT solutions multiply, handling the adverse environmental effects of ICT systems is becoming more cumbersome. Although many approaches aim to reduce the energy consumption of ICT systems, a fundamental approach to achieving systems with minimum energy consumption is missing. We have provided but a glimpse of existing green communication efforts and studies of fundamental energy consumption per reliable bit. New research directions will inevitably lead to networks that operate at the fundamental energy consumption limit.
To develop environmentally friendly ICT systems, the first step is to determine the fundamental limits of CO 2 emissions for point-to-point communications. The next step is to design novel technologies to develop a physical layer operating at the fundamental energy and CO 2 limits. Then the immediate challenge is how to use a layered network architecture that is compatible with this physical layer.
Even after solving these immediate problems, the ICT community faces many obstacles in creating networks with minimal emissions, such as selecting the optimum routes minimizing CO 2 emissions or adaptively controlling the rate to minimize the use of emission-intensive network paths. Regardless of the work ahead, the dream of alwayson communications in concert with a greener environment will continue to motivate future efforts. 
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